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1  Scope

This specification is a tailoring and expansion of JT/T 808-2013 GNSS System for Operating Vehicles—General
Specifications for the Communication Protocol and Data Format of BD Compatible Vehicle Terminal, which not only takes
into account the general functions of the standard protocol, but also includes the personalized functions suitable for
terminals for connected vehicles.

This specification applies to the communication between the terminals for connected vehicles and the platform server.

2 Normative References

This document refers to the following documents.

GB/T 2260 Code for Administration Division of the People's Republic of China
JTIT 794 GNSS System for Operating Vehicles: Technical Requirements for VVehicle Terminals
JT/T 808-2013 GNSS System for Operating Vehicles: General Specifications for the Communication Protocol

and Data Format of Vehicle Terminal Issued by the Ministry of Transport

3 Terms, Definitions and Abbreviations

3.1 Terms and Definitions

The following terms and definitions shall apply hereto.
311 Abnormal Data Communication Link

Wireless communication links are disconnected, or temporarily suspended or held (e.g., during calling).
312 Register

The terminal sends a message to notify the platform that it has been installed on a vehicle.
3.13 Unregister

The terminal sends a message to notify the platform that it has been removed from the installed vehicle.
3.14 Authentication

The terminal sends a message to the platform upon connection thereto for verification of its identity by the platform.
3.2 Abbreviations

The follow abbreviations apply to this document.

TEA—— The TEA algorithm was invented in 1994 by David Wheeler and Roger Needham at the University of
Cambridge Computer Laboratory

TCP—— Transmission Control Protocol

UDP—— User Datagram Protocol
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4 Business Process

4.1 Terminal Registration

The flow chart of terminal registration is as follows (Fig. 1):

BD Platform Server

1: Request for registration with device information

| 2: Device registration

3: Return a base key

4: Store the base key ()

|:]1— <<destroy>>

Fig. 1 Business Flowchart of Terminal Registration

Steps:
1)  The terminal carries the device information and requests for device registration.
2)  After registration, the platform will generate a base key.

3)  The base key is permanently stored in the terminal.

4.2 Firmware Upgrade

The platform initiates the firmware upgrade. When receiving the upgrade notification, the terminal switches to the FTP

server and checks the latest firmware version. If the current firmware version is the same as that recorded in the server, no

upgrade is necessary. If the firmware version is inconsistent, the latest version of firmware will be downloaded

automatically.

Vehicle information acquired by the terminal will be stored in FLASH during the upgrade process and uploaded to the

server when the upgrade is complete.

4.3 Data Reporting

1)  The terminal carries the base key (authentication key) upon logging in.
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2)  The data reported by the terminal is encrypted, and the platform will decide whether to use the information

reported for further development as required. (reserved)

5 Protocol Details

5.1 Communication Method

The communication protocol adopts TCP or UDP, with the platform serving as the server side and the terminal as the
client side.

5.2 Data Type

See Table 1 for the data types used in the messages of the protocol.

Note: When the data value is negative or decimal, adjust it according to the parameterized algorithm. When data is
packed, the data value should be added with the offset or multiplied by the magnification; when unpacked, the data value
should be subtracted by the offset or divided by the magnification.

Table 1 Date Type

Data Type Description and Requirements
BYTE Unsigned single-byte integer (single byte, 8 bits)
Value range: Decimal 0 ~ 256; Hexadecimal 0x00 ~ OxFF
WORD Unsigned double-byte integer (double byte, 16 bits)
Value range: Decimal 0 ~ 65535; Hexadecimal 0x0000 ~ OXFFFF
DWORD Unsigned four-byte integer (4-byte double word, 32 bits)

Value range: Decimal 0 ~ 4294967295; Hexadecimal 0x00000000 ~ OXFFFFFFFF
BYTE[n] n-byte

BCDI[n] 8421 code, n bytes

STRING GBK coding, leave it blank if there is no data.

5.3 Transmission Rules

The protocol uses big-endian network byte order to pass bytes and double words.

Transmission rules are as follow:

—— Transmission rules of BYTE: Transmit using byte stream;

—— Transmission rules of WORD: Pass the upper eight bits first, then the lower eight bits;

—— Transmission rules of DWORD: Pass the upper 24 bits first, then the upper 16 bits, the upper 8 bits, and finally
the lower 8 bits.

5.4 Message Composition
541 Message Structure

Each message is comprised by identifier, header, message body and check code. See Fig. 2 for the
message structure diagram:

‘ Identifier ‘Message Head ‘ Message Body‘ Check Code ‘ Identifier ‘
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Fig. 2 Message Structure
5.4.2 Identifier

This document uses Ox7e as the identifier. If 0x7e is shown in the check character, message header and message body,
it shall be escaped in accordance with the following rules:

0x7e «—— 0x7d followed by a 0x02;

0x7d «—— 0x7d followed by a 0x01.

The escape process is as follows:

Sending message: Message packing — calculate and fill the check character — escape;

Receiving message: Escaping reduction — verify the check character — parse the message.

Example:

Send a data packet with the content of 0x30 0x7e 0x08 0x7d 0x55, and it will be encapsulated as follows: 0x7e 0x30
0x7d 0x02 0x08 0x7d 0x01 0x55 Ox7e.

543 Message Header

The content of message header is shown in Table 2.
Table 2 Message Header

Start Byte Field Data Type Description and Requirements
0 Message 1D WORD
) The message WORD See Fig. 3 for the format structure of the message
body properties body properties.
Get the Terminal SN by converting the first 14-digits of the
A Terminal SN BCD[6] terminal IMEI to a 6-byte Hex. For example, if the terminal
IMEI is 123456789012347, then the Terminal SN is
0x0B3A73CE2FF2.
Cyclic accumulation from 0 shall be done based on the
Message sending sequence. The message originator starts loop
10 Sequence WORD accumulation automatically, and the message responder
Number shall keep the response message consistent with the original
message.
Message Packet This field is available only when the identifier in the
12 Encapsulation message body attributes indicates that the packet will be
Item segmented to send.

See Fig. 3 for the structure chart of message body attributes format.

15 14 13 12‘11‘10 9‘8‘7‘6‘5‘4

Reserve Segment Data Encryption Message Body Length

Fig. 3 Structure Chart of Message Body Attributes Format

Data Encryption:

——hit10~bit12 are identifiers for data encryption;

——When all the three are 0, it means that the message body is not encrypted;
——When hit10 is 1, it means that the message body is encrypted by RSA algorithm;
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——When bit10~bit12 are 1, it means that the message body is super encrypted. For the message body format, please
refer to the appendix "Super Encryption Format”.

—Others are reserved.

(Suggestion) Special Note:

Considering the processing of messages by the server and device, if this method is used to divide messages into
multiple packet segments and a single packet, which deviates greatly from the packet assembly and formatting
specified in the protocol, it may cause significant inconvenience to packet assembly and formatting. Therefore, bit13
in the message body attributes can only be 0, that is, process as a single packet. For multiple packets of data, see the
specific subcommands for details.

Segmentation: When bit13 in the message body attributes is 1, it means that the message body is a long message, which
will be segmented before sending. The segmentation information is determined by the message packet encapsulation item; If
bit13 is 0, it means there is no message packet encapsulation item field in the header.

The content of the message packet encapsulation item is shown in Table 3.

Table 3 Content of Message Packet Encapsulation Item

Start Byte Field Data Type Description and Requirements
Total Number of The total number of packets after segmentation
0 WORD
Packets
2 Packet Number WORD Start from 1

5.4.4 Check Character

The check character is get by applying the XOR operation to the first byte in the message header to the very last byte
prior to the check character. The operation runs as follows: the first byte is XORed with the second byte to get a first value,
which is then XORed with the third byte to get a second value, which is then XORed with the fourth byte to get a third
value, ..., the operation continues until the very last byte prior to the check character is XORed and generate a final value.

The final value is the check character, which occupies 1 bytes.
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6 Communication Links

6.1 Establishment

TCP or UDP shall be used for data links between the terminal and the platform. The terminal should connect to the

platform as soon as the reset is complete, after which the terminal sends a login message to the platform for authentication.
6.2 Maintenance

After the establishment of the links and upon the terminal authentication, the terminal should send heartbeat messages
periodically to the platform, which shall reply with general response messages after receiving the message with a frequency

specified by the terminal parameters.
6.3 Disconnection

Either the platform or the terminal can disconnect the links based on TCP protocol and both sides should take the
initiative to determine whether a TCP connection is disconnected.

The platform can use the following ways to judge if a TCP connection is broken:

——TIdentifies disconnection initiated by the terminal based on TCP protocol,

——A new connection is established for the same terminal, which indicates that the original connection has been
disconnected;

——Receives no messages from the terminal for a certain period, such as heartbeat messages.

The terminal can use the following ways to judge if a TCP connection is broken:

——Ildentifies disconnection initiated by the platform based on TCP protocol;

——Data communications links disconnected;

——Data communication links are normal, but no reply is received even after reaching the required retransmission

times.
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7 Message Processing

7.1 Messages Sent by the Platform

All messages sent by the platform shall be replied by the terminal and the responses can be divided into general
response and specific response, determined by each proprietary protocols. The sender shall resend the message after a
timeout for a response. Response timeout interval and retransmission times shall be determined by parameters specified by

the platform.

7.2 Messages Sent by the Terminal

7.21 Data communication links are normal

When data communication links are normal, all messages sent by the terminal shall be replied by the platform and the
responses can be divided into general response and specific response, determined by each proprietary protocols. The
terminal shall resend the message after a timeout for a response. Response timeout interval and retransmission times shall be
determined by parameters specified by the terminal. For any key alarm message sent by the terminal, if no response is
received after reaching the specified retransmission times, it shall be saved and sent before sending any other messages in
the future.

7.2.2 Data communication links are abnormal

When data communication links are abnormal, the terminal shall save all key alarm messages to send and shall send the

saved messages immediately after the data communication links resume to normal.



Communication Protocol of Intelligent Connected Vehicle Terminals

8 Message Classification

8.1 Introduction

The following describes specifications of interfaces by their functions. Unless otherwise specified, the default

communication mode shall be TCP.

8.2 Terminal Management

8.2.1 Terminal Registration/Unregistration

The terminal, if not registered, shall register first, then save the authentication key received for the login by the terminal
in the future. When the terminal on the vehicle need to be removed or replaced, the terminal shall perform unregister

operation to unbind itself from the vehicle.
8.2.2 Authentication for Terminal Login

Upon registration, the terminal shall immediately conduct authentication with the authentication key obtained during
registration whenever connected to the platform. The terminal shall not send other messages before the authentication is

completed.
8.2.3 Set/Query Terminal Parameters

The platform will send terminal parameters set messages to the terminal, which will reply with the general response.
The platform will send terminal parameters query messages to inquire about the parameters of the terminal, which will reply
with a special response carrying the required information. The terminals under different network systems shall support the

specific parameters used in their networks.
8.24 Terminal Control
The platform will send terminal control messages to control the terminal, which will reply with the general response.
8.25 Message Transmission

For data interaction between the platform and the device, uplink passthrough and downlink passthrough will be used.
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9 Detailed Explanation of Messages

According to the definition and description of terminal parameter ID specified in section 8.9 of the
JT/T808-2013 protocol, 0x0001-OXEFFF are the original parameter ID in the JT/T 808-2013 protocol, and
0xFO000-0XFFFF are the user-defined extended parameter ID provided by the JT/T 808-2013 protocol. In principle,
the original parameter ID can be used if it applies to this protocol, and it will not be entered if not applicable. For
user-defined extended parameters newly added to the system, they must be added in sequence starting from 0xF000.
Please refer to Table 4 ""User-Defined Parameter IDs of Connected Vehicle Terminals", which will be updated later.
Contents in grey boxes are included in the previous JT/T 808-2013 protocol, which are not apply to this protocol, and
shall be reserved for future development as required without occupation. Other contents in color boxes are
user-defined contents that can be updated and extended. (To better distinguish different parameter 1Ds, the original
parameter IDs that need to be reserved are classified by attributes, as shown in Table 4, and the data type and
description requirements remain unchanged.) The parameters are classified as follows:
0xF000-OxF1FF are terminal attributes and network management parameters; 0xF200-OxF3FF are related
parameters such as alarm threshold and alarm enable.

Table 4 User-Defined Parameter IDs of Connected Vehicle Terminals (Extensible)

Parameter 1D Data Type Description and Requirements Default
Value

0xF000-0xFFFF Defined by users (defined by Jimi loT, update and add
later.)
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Table 5 List of VVehicle Type ID
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Terminal General Response-0x0001
Message 1D: 0x0001.

For data format of the message body of the terminal general response, see Table 6.

Table 6 Data Format of the Message Body of the Terminal General Response

Start Byte Field Data Type Description and Requirements
Response Sequence number of the corresponding platform message
0 sequence WORD
number
2 Response 1D WORD ID of the corresponding platform message
0: Succeeded/confirm;
4 Result BYTE L Failed;

2: Message error;
3: Not support

21
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4: SE key exchange succeeded

5: SE key exchange failed

9.1 Platform general response--0x8001

Message 1D: 0x8001.

For the data format of the message body of the platform general response, see Table 7.

Table 7 Data Format of the Message Body for the Platform General Response

Start Byte

Field

Data Type

Description and Requirements

Response
sequence
number

WORD

Sequence number of the corresponding terminal message

Response ID

WORD

ID of the corresponding terminal message

Result

BYTE

0x00: Succeeded/confirm;

0x01: Failed;

0x02: Message error;

0x03: Not support;

0x04: Alarm processing confirm
0x05:
0x06:
0x07:
0x08:
0x09: SE key exchange succeeded
OxO0A: SE key exchange failed
0x0B: Encrypted device

Not logged in
Logged in
Unregistered
Registered

9.2 Terminal heartbeat--0x0002

Message 1D: 0x0002.

The message body of the terminal heartbeat is empty.

The platform replies with the general response.

9.3 Terminal registration--0x0100

Message 1D: 0x0100.

For data format of the terminal registration message body, see Table 8.

Table 8 Data Format of the Terminal Registration Message Body n

Start Byte Field Data Type Description and Requirements
0 Device WORD Default: 0X595A; others are reserved.
manufacturer
0X0001: Authenticate the terminal SN only; default
Authenticatio 0x0002: Authenticate the terminal SN and SIM card's ICCID;
2 n level WORD 0x0003: Authenticate the terminal SN, SIM card's ICCID, and
vehicle information only;
4 Device Type BYTE[5] The first 5-digit string of the terminal SN represents the device

22
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type.
For example: If the terminal SN is 975990000007, then the device
type is
0x39 0x37 0x35 0x39 0x39.
Based on this parameter, the platform can differentiate the types
of passenger and commercial vehicles.
SIM  Card's SIM card's CCID (Add "0X00" when it cannot be read).
9 BYTE[20]
ICCID
The last 7-digit string of the terminal SN represents the terminal
) SN of the same device type.
29 Terminal SN BYTE[7] . .
For example: Terminal SN is 975990000007, then
0x30 0x30 0x30 0x30 0x30 0x30 0x37
The color code setting of motor vehicle license plates conforms to
section 5.4.12 of JT/T 415-2006. Please note that it must be a
specific color code (1, 2, 3, 4, 5, or 9), not the color name. For
vehicles without registration plates, the value is 0. Examples are
as follow:
License Plate 0x00: 'No license plate';
36 BYTE
Color 0x01: 'Blue';
0x02: 'Yellow';
0x03: 'Black’;
0x04: 'White",
0x05: 'Green’;
0x09: 'Others'".
It represents vehicle VIN when the color code of the license plate
Vehicle is 0.
37 o STRING o . ] )
Identification Otherwise, it represents the motor vehicle license plate issued by
the public security traffic management department.

The terminal registration steps are as follows:
1) First, the platform records the information of the vehicle to be registered, and enters the terminal SN, as well as
the terminal SIM card's ICCID.
2) Then, complete the binding of the above information.
3) The platform judges the consistency of the registration information reported by the terminal, and makes a

response.

9.4 Terminal registration response--0x8100

Message 1D: 0x8100.

For the data format of the terminal registration message body, see Table 9.
Table 9 Data Format of the Terminal Registration Message Body

Start Byte Field Data Type Description and Requirements
Response Sequence number of the corresponding terminal registration
0 WORD
sequence message

23
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number

0: Succeeded,;

1: Failed:

2 Result BYTE 2: No such vehicle in database;
3: Terminal already exists;

4: No such terminal in database

This field is only available after the device is registered

successfully. The terminal should save the key in FLASH and
3 Base key STRING L .
reset the registration identifier. The key will be used for

authentication for each login.

9.5 Terminal logout--0x0003

Message 1D: 0x0003.

The logout message body is empty. This command can be initiated to the platform by the terminal, or it can be issued
by the platform forcibly. The receiver confirms with a general response. When unregistered successfully, the platform will
unbind the terminal and SIM information with the vehicle, and the terminal will clear the registration identifier and
authentication code accordingly.

Terminal or the platform replies with a general response.

9.6 Terminal Login Authentication—0x0102

Message I1D: 0x0102

For the data format of the terminal login authentication message body, see Table 10.
Table 10 Data Format of the Terminal Login Authentication Message Body

Start Byte Field Data Type | Description and Requirements
0 Authentication code (base | STRING Registered terminal shall send an authentication message
key) immediately after it is successfully connected to and
logged into the platform.

The platform replies with a general response.

Special note: After the platform responds, you can write a command to set parameters for a specified terminal based
on the device type and its personalized design requirement. Then, send it to the terminal to complete the configuration. Such
as setting "OxFOOD vehicle type configuration code", and "0xF014 UTC date and time", which are used to configure the

vehicle model and synchronize time.

9.7 Set parameter for specific terminal--0x8103

Message 1D: 0x8103.
For the data format of the terminal parameter setting message body, see Table 11.

Table 11 Data Format of the Terminal Parameter Setting Message Body

Start Byte Field Data Type Description and Requirements

Total number
0 BYTE
of parameters

1 List of Please refer to  for the list of parameters.

24
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parameters

Table 12 Data Format for Specific Terminal Parameters Setting Message from the Platform and for Terminal Response to
the Specific Parameter List Query

Field Data Type Description and Requirements
Parameter ID WORD For definition and instruction of parameter ID, see Table 4.
Parameter Length BYTE

If it is a multivalued parameter, the parameter 1Ds should be the same
Parameter Value

during message transmission.

The device shall reply with a general response.

9.8 Query parameter of specific terminal--0x8106

Message ID: 0x8106.
For the data format of the specific terminal parameters query message body, see Table 13. The terminal responses with
0x0101 command.
Table 13 Data Format of the Terminal Parameter Setting Message Body

Start Byte Field Data Type Description and Requirements
Total number The total number of parameters is n.
0 BYTE
of parameters
List of The parameter IDs are arranged in order, such as “Parameter ID1,
1 BYTE[2*n]
parameter 1D Parameter ID2...Parameter [Dn”

9.9 Response to specific terminal parameter query --0x0104

Message 1D: 0x0104.
For the data format of the message body of the response to the specific terminal parameter query, see Table 14.

Table 14 Data Format of the Message Body of the Response to the Specific Terminal Parameter Query

Start Byte Field Data Type Description and Requirements

Response Sequence number of corresponding terminal parameter quer

0 p WORD q p g p query
sequence number message

Number of
2 response BYTE

parameters

) Please refer to 4RI AIREIGI PR, for the list of
3 List of parameters
parameters.

9.10 Terminal control--0x8105

Message 1D: 0x8105.
For the data format of the terminal control message body, see Table 15.
Table 15 Data Format of the Terminal Control Message Body

Start Byte Field Data Type Description and Requirements

0 Command BYTE For instruction of terminal control command character, see Table

25



Communication Protocol of Intelligent Connected Vehicle Terminals

Character 16.

Table 16 Instruction of Terminal Control Command Character

Command Command Description and Requirements
Character Parameter
1 None Reserved
2 None Reserved
3 None Terminal Off
4 None Terminal Rest
Reset the terminal to factory settings (IP address and port connected
° None remain unchanged)
6 None Disconnect data communication
7 None Turn off all wireless communications
O0xAl None OBD MCU firmware upgrade via WiFi
O0xA2 None Terminal system software upgrade via WiFi
e N Read OBD MCU log (please refer to Terminal Data Uplink
Transparent Transmission for data upload format)
0xB2 None Read terminal system software log (upload in file format)

......

The terminal replies with a general response

9.11 Notification of terminal upgrade result--0x0108

Message 1D: 0x0108.
The terminal uses this command to notify the monitoring center after the upgrade is completed and itself reconnected
to the platform. For the data format of the message body of the terminal upgrade result notification, see Table 17.

Table 17 Data Format of the Message Body of the Terminal Upgrade Result Notification

Start Byte Field Data Type Description and Requirements

0: OBD MCU;

1: Terminal system software
0 Upgrade type BYTE )
12: Road transport license card reader,

52: BD satellite positioning module

0: Succeeded; 1: Failed; 2: Canceled.
3: Failed_Verification error;
4: Failed_Upgrade timeout;
1 Upgrade result BYTE ) )
5: Failed_Upgrade file name error;

6: Failed_Upgrade file version number error;

......

The platform replies with a general response.
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9.12 Location information reporting—0x0200

Message 1D: 0X0200
For the format of the terminal location information reporting message, see Table 18.

Table 18 Format of the Terminal Location Information Reporting Message

Start Byte Field Data Type Description and Requirements

0 Alarm flag DWORD | See Table 19 for the definition of alarm flag bit (reserved)

4 Status DWORD | See Table 20 for status bit definitions.

8 Latitude DWORD | The latitude value in degrees multiplied by 10 to the 6th power. Accurate to one
millionth of a degree.

12 Longitude DWORD | The longitude value in degrees multiplied by 10 to the 6th power. Accurate to one
millionth of a degree.

16 Elevation WORD Altitude. Unit: meter (m)

18 Speed WORD 1/10km/h

20 Direction WORD 0~359, 0 for due north, clockwise

22 Time BCDI6] YY-MM-DD-HH-MM-SS

28 Additional location information items (Not included in this protocol. Please refer to related content in the

standard JT/T 808 protocol as required.)

Table 19 Definition of Location Information Alarm Flag Bit

Note: Contents in grey boxes are not defined in this protocol temporarily.

Bit Definition Description
0 1: Emergency alert, triggered after the alarm | Clear after receiving a response
switch is on.

1 1: Speed alert The indication is always ON until the alarm is
relieved.

2 1: Fatigue driving alert The indication is always ON until the alarm is
relieved.

3 1: Danger alert Clear after receiving a response

4 1: GNSS module failed The indication is always ON until the alarm is
relieved.

5 1: GNSS antenna open-circuited The indication is always ON until the alarm is
relieved.

6 1: GNSS antenna short-circuited The indication is always ON until the alarm is
relieved.

7 1: Undervoltage of the terminal's main supply The indication is always ON until the alarm is
relieved.

8 1: Main supply for the terminal failed The indication is always ON until the alarm is
relieved.

9 1: Terminal LCD or display failure The indication is always ON until the alarm is
relieved.

10 1: TTS module failure The indication is always ON until the alarm is
relieved.

11 1: Camera Failure The indication is always ON until the alarm is
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13 1: Speed warning The indication is always ON until the alarm is
relieved.

1 1: Fatigue driving alert Th-e indication is always ON until the alarm is
relieved.

15 Reserved

16 Reserved

17 Reserved

18 1: Cumulative driving time over the threshold for | The indication is always ON until the alarm is

the day relieved.

19 1: Parking time over the threshold The indication is always ON until the alarm is
relieved.

20 1: Entered or left geofence Clear after receiving a response

21 1: Entry or leaving route Clear after receiving a response

29 1: Collision alert The indication is always ON until the alarm is
relieved.
30 1: Rollover alert The indication is always ON until the alarm is

relieved.

Note: The location information must be reported immediately when an alarm or warning occurs.

Table 20 Definition of the Status Bit for Location Information

Bit Status

0 0: ACC Off 1: ACCOn

1 0: Not located 1: Located

2 0: North latitude 1: South latitude
3 0: East longitude 1: West longitude
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18 0: Positioning without GPS satellites; 1: Positioning with GPS satellites

19 0: Positioning without BD satellites; 1: Positioning with BD satellites

20 0: Positioning without GLONASS satellites; 1: Positioning with GLONASS satellites
21 0: Positioning without Galileo satellites; 1: Positioning with Galileo satellites

22~28 Reserved

29~30 Positioning Type 00: GNSS; 01: LBS; 10: INS; 11: Reserved

31 0: Real-time location data; 1: Buffered data

Note: The location information must be reported immediately when the status changes.

The platform replies with a general response.

9.13 Data downlink transparent transmission—0x8900

Message 1D: 0x8900
For the data format of the body of the downlink transparently-transmitted message, see Table 25.
Table 21 Data Format of the Body of the Downlink Transparently-Transmitted Message

Start Byte Field Data Type | Description and
Requirements
0 Transparent Message BYTE For definition of transparent
Type message type, see Table 22.
1 Transparent Message N

The terminal replies with a general response
Table 22 Transparent Message Definition

Transparent Message Type Definition Description and Requirements

Detailed GNSS  Module | 0x00 Detailed GNSS Module Positioning Data

Positioning Data

29




Communication Protocol of Intelligent Connected Vehicle Terminals

card license for road transportation is 30s. The message will not be
resent after timeout.

Over-serial port 1 transparent | 0x41

transmission

Transmit messages transparently over serial port 1

Over-serial port 2 transparent | 0x42

transmission

Transmit messages transparently over serial port 2

User-defined

transmission

transparent | OxFO-OxFF

User-defined transparent messages

O0xFO: For uplink transparent transmission of vehicle data, see
9.14.1

O0xF1: For downlink transparent transmission of the platform
data, see 9.13.1

0xF2-0xFE: For future expansion

OxFF: Transparent transmission of entire protocol data packets,
thus to achieve transparent transmission of protocol packets
between terminals and platforms, that is, protocol for protocol

transparent transmission.

9.13.1 Data downlink transparent transmission--0x8900F1
Type of transparent data: OxF1
For the data format of the body of the downlink transparently-transmitted message, see Table 23.
Table 23 Data Format of the Body of the Downlink Transparently-Transmitted Message
Start Byte Field Data Type Description and Requirements
0 Transparent Message BYTE 0xF1, see definition of Custom Extension for Transparent Data
Type Transmission in Table 22.
1 Event Time BCD[6] YY-MM-DD-HH-MM-SS
- 7 Reserved BYTE Fill in 0x00 for reserved usage.
ra
) 0x01: Commercial vehicle;
nsp 8 Vehicle Type BYTE .
0x02: Passenger vehicle;
are
‘ 0x01: Vehicle control
n
0x02: Distribute CAN learning result
Me 9 Message Subcategory BYTE
Add one by one...
ssa )
g (Extensible)
Please refer to the description on subcategories of downlink
10 Message Data o
transparent platform data transmission messages.
The terminal replies with a general response
9.13.1.1 Sending Vehicle Control Command

Please refer to Table 24 for the data format of the message body of the platform-sent vehicle control command, which is

consistent with that specified in ARM Interface Protocol.

Data Format of the Message Body of Vehicle Control Command

Start Byte

Field

Data Type

Description and Requirements
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10 Control Function BYTE Refer to supplements of "Automotive Control Protocol Technology"
0x01 Locked

0x02 Unlock

0x03 Window roll-up

0x04 Window roll-down

0x05 Horn

0x06 Hazard lights on

0x07 Enable remote window roll-up
0x08 Disable remote window roll-up
0x09 Enable remote window roll-down
0x0a Disable remote window roll-down
0x0b Enable auto lock

0x0c Disable auto lock

0x0d Find vehicle

0x0e Open the trunk

0x0f Open the sunroof

0x10 Close sunroof

0x11 Turn on the lights

0x12 Turn off the lights

0X13 Ignition on

0x14 Ignition off

0x15 Enable anti-theft alert

0x16 Disable anti-theft alert

Add one by one...

(Extensible)

9.13.2 Delivering CAN Learning Results

For the data format of the body of the CAN learning results message delivered by the platform, see Table 24.
Table 24 Data Format of the Body of the CAN Learning Results Message Delivered by the Platform

Start Byte Field Data Type Description and Requirements
10 Total number of BYTE
data packets
11 Current packet BYTE Start from 1
number

12 Data length WORD Each data packet is up to 512 bytes long. For data packet less
than 512 bytes, sent at actual length; For data packet more
than 512 bytes, send by segmenting the data.

14 Data content BYTE[n]

9.14 Data uplink transparent transmission—0x0900

Message 1D: 0x0900
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For the data format of the message body of the uplink transparently-transmitted data, see Table 30.
Table 30 Data Format of the Message Body of the Uplink Transparently-transmitted Data

Start Byte Field Data Type Description and Requirements
0 Transparent Message BYTE For definition of transparent message type, see
Type Table 22.

1 Transparent Message N

1+N Data Transmission Time BCDI6] YY-MM-DD-HH-MM-SS
Special note:
This field is only available when the data type
is non-real-time data.

The platform replies with a general response.

9.14.1 Terminal data uplink transparent transmission--0x0900F0

Type of transparent message: OxFO
For the data format of message body of the uplink transparently-transmitted terminal data, see Table 31.
Table 31 Data Format of Message Body of the Uplink Transparently-Transmitted Terminal Data

Start Byte Field Data Type Description and Requirements
0 Transparent BYTE OxFO, see definition of Custom Extension for Transparent
Message Type Data Transmission in Table 22
1 Event Time BCDI6] YY-MM-DD-HH-MM-SS
. Data Type BYTE 0x00: Real-time data

0x01: Buffered data

0x01: Commercial vehicle;
) 0x02: Passenger car;

8 Vehicle Type BYTE
Add one by one...

(Extensible)

0x01: Upload OBD data stream;

0x02: Upload trouble code data

0X03: Upload data related with alarm messages and driving
behavior

0x04: Mileage data reporting

0x05: OBD MCU log reporting

0x06: Upload data acquired by CAN learning;

Message . .
9 BYTE 0X07: Support uploading the list of data stream ID;
Subcategory . . .
0x08: Support uploading the list of vehicle control ID;
0x09: Support uploading the ID list of alarm and driving
behavior data

0x0A: Upload critical vehicle data

0x0B: VIN reporting

0x0C: Report vehicle check data

0x0D: Report device check data
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OxOE: Report APN data

0xOF: Report device functionality list

0x10: G-Sensor data upload

0x11: Upload Weichai engine data using SEA J1939
0x12: Upload Weichai engine configuration data
0x13: External device data upload

0x15: Data packet for emergency scenarios

Add one by one...

(Extensible)

10

Specific Message
Data

Please refer to the description on subcategories of uplink

transparent vehicle data transmission messages.

The platform replies with a general response.

9.14.1.1 OBD Data Stream Reporting 0x01

For the data format of the message body of the uplink transparently-transmitted OBD data stream, see Table 32.
Table 32 Data Format of the Message Body of the Uplink Transparently-transmitted OBD Data Stream

Start Byte Field Data Type Description and Requirements
10 Total number of BYTE Total number of data streams = n
data
Data IDL WORD See Table 33 for the definition and description of data
stream ID.
Length of Data 1 BYTE
Value of Data 1
Data IDn WORD
Length of Data n BYTE
Value of Data n
Status DWORD See Table 20 for status bit definitions.
Latitude DWORD The latitude value in degrees multiplied by 10 to the 6th
power. Accurate to one millionth of a degree.
Longitude DWORD The longitude value in degrees multiplied by 10 to the 6th
power. Accurate to one millionth of a degree.
Table 25 Definition and Description of Data Stream 1Ds (Extensible)
Data ID Data Data Name Unit Description of Calculation
Length Method
(byte)
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9.14.1.2  Trouble code reporting 0x02

See Table 26 for the data format of the body of the uplink transparently-transmitted trouble code message, which is
consistent with the definition of Trouble Codes specified in the ARM Interface Protocol.
Table 26 Data Format of the Body for the Uplink Transparently-Transmitted Trouble Code Message

Data Type Description and Requirements
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10 Number of Systems WORD
System ID1 DWORD
Number of Trouble Code 1 WORD
Trouble Code List 1 BYTE*16*N
System ID2 DWORD
Number of Trouble Code 2 WORD
Trouble Code List 2 BYTE*16*N
Status DWORD See Table 20 for status bit definitions.
Latitude DWORD The latitude value in degrees multiplied by 10 to the
6th power. Accurate to one millionth of a degree.
Longitude DWORD The longitude value in degrees multiplied by 10 to the
6th power. Accurate to one millionth of a degree.

9.14.1.3

Report of alarm and driving behavior data 0x03

For the data format of the body of the uplink transparently-transmitted alarm and driving behavior data message, see

Table 27.
Table 27 Data Format of the Body of the Uplink Transparently-Transmitted Alarm and Driving Behavior Data Message
Start Byte Field Data Description and Requirements
Type
10 Total Number of Data BYTE Total Number of Data (n)
Alarm and Driving BYTE For the definition and description of alarm and driving behavior
Behavior Data ID_1 data ID, see Table 36.
Detail Description BYTE Byte length=m, 0: no detailed description; other value: valid;
Length_1
Detailed Description. 1 STRING Describe the specific information of current alarm or driving
behavior by using English strings.
Alarm and Driving BYTE
Behavior Data ID_n
Detail Description BYTE
Length_n
Detail Description_n STRING
Status DWORD | See Table 20 for status bit definitions.
Latitude DWORD | The latitude value in degrees multiplied by 10 to the 6th power.
Accurate to one millionth of a degree.
Longitude DWORD | The longitude value in degrees multiplied by 10 to the 6th
power. Accurate to one millionth of a degree.
Table 28 Definition and Description of Alarm and Driving Behavior Data ID (Extensible)
Alarm and Alarm Mask Data Name Detailed Description
Driving BYTE[32] (Fill' in later based on the actual debugging
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the urea level remain
unchanged

0x3C BYTE[7]_Bit4 Alarm for increased urea
level

0x3D BYTE[7]_Bit5 Alarm for driving with | Eco-friendly project
vehicle malfunction

O0x3E BYTE[7]_Bit6 Abnormal  fuel level | Fuel level sensor
alarm

Add one by
one...

9.14.1.4 Travel data reporting 0x04

The uplink transparent transmission of travel data divides into two parts, that is, report when the travel starts and when

the travel ends. Please refer to Table 29 and Table 30 for the data format of the specific message body.

Table 29 Data Format of the Body of the Specific Message Reported When the Travel Starts

Start Byte Field Data Type Description and Requirements
10 Travel Property BYTE 0x01: travel starts;
Other: unreasonable
Travel Number DWORD Accumulated after each travel ends
Start Time BCDI6] YY-MM-DD-HH-MM-SS

Table 30 Data Format of the Body of the Specific Message Reported When the Travel Ends

Start Byte Field Data Type Description and Requirements
10 Travel Property BYTE 0x02: travel ends;
Other: unreasonable
Travel Number DWORD Accumulated after each travel ends
Start Time BCD[6] YY-MM-DD-HH-MM-SS
End Time BCD[6] YY-MM-DD-HH-MM-SS
Travel start GNSS DWORD The latitude value in degrees multiplied by 10 to the 6th power.
latitude Accurate to one millionth of a degree.
Travel start GNSS DWORD The longitude value in degrees multiplied by 10 to the 6th
longitude power. Accurate to one millionth of a degree.
Travel end GNSS DWORD The latitude value in degrees multiplied by 10 to the 6th power.
latitude Accurate to one millionth of a degree.
Travel end GNSS DWORD The longitude value in degrees multiplied by 10 to the 6th
longitude power. Accurate to one millionth of a degree.
Type of Latitude BYTE Bit0: Travel start GNSS latitude, 0: North latitude; 1: South
and Longitude latitude;
Bitl: Travel start GNSS longitude, O: East longitude; 1: West
longitude;
Bit2: Travel end GNSS latitude, 0: North latitude; 1: South
latitude;
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Bit3: Travel end GNSS longitude, 0: East longitude; 1: West
longitude;
Bit4 ~ Bit7: 0000

Idling count WORD
Accumulated WORD Unit: second (s)
overrun idling time
Mileage for this WORD Unit: KM; Algorithm: y=x/10; Accuracy: 0.1
travel
Fuel consumption WORD Unit: L; Algorithm: y=x/100; Accuracy: 0.01

for this travel

9.14.15

OBD MCU log data reporting 0x05

For the data format of the body of the uplink transparently-transmitted terminal log data message, see Table 31.

Table 31 Data Format of the Body of the Uplink Transparently-Transmitted Terminal Log Data Message

Start Byte Field Data Type Description and Requirements
10 Total number of WORD Total number of log packets (n)
log packets

Current log packet WORD From1lton
number

Current log packet STRING Current Log Content
content

9.14.1.6  Report data obtained by CAN learning 0x06

For the data format of the message body of the data obtained by CAN learning, see Table 40.
Table 40 Data Format of the Message Body of the Data Obtained by CAN Learning

Start Byte Field Data Type Description and Requirements
10 Total number of BYTE
data packets
Current packet BYTE Start from 1
number

Data length WORD Each data packet is up to 512 bytes long. For data packets
less than 512 bytes, sent at actual length; For data packets
more than 512 bytes, segment the packets and send by
segments.

Data content BYTE[n]

9.14.1.7  Support reporting of data stream ID list 0x07

For the data format of the body of the data stream ID list reporting message, see Table 41.

Table 41 Data Format of the Body of the Data Stream ID List Reporting Message

Start Byte

Field

Data Type

Description and Requirements

10

Total Number of

WORD

Total number of data stream IDs supported by the device
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IDs

ID_1 WORD First ID
ID_2 WORD Second 1D
ID_n WORD Nth ID

9.14.1.8  Support reporting of alarm and driving behavior data ID list 0x09

For the data format of the body of the alarm and driving behavior data ID list reporting message, see Table 43.
Table 43 Data Format of the Body of the Alarm and Driving Behavior Data ID List Reporting Message

Start Byte Field Data Type Description and Requirements
10 Total Number of BYTE Total number of alarm and driving behavior data IDs
IDs supported by the device
ID_1 BYTE First ID
ID_2 BYTE Second ID
ID_n BYTE Nth ID

9.14.1.9  Vehicle VIN Upload 0x0B

For the data format of the body of the vehicle VIN upload message, see Table 32 Data Format of the Body of the
Vehicle VIN Upload Message .
Table 32 Data Format of the Body of the Vehicle VIN Upload Message

Start Byte Field Data Type Description and Requirements
10 Support or not BYTE 0x00: Not support; 0x01: Support
11 VIN code STRING ASCII string

9.14.1.10 Upload Vehicle Check Data 0x0C

For the data format of the body of the whole vehicle check data upload message, see Table 33 Data Format of the
Body of the Whole Vehicle Check Data Upload Message.
Table 33 Data Format of the Body of the Whole Vehicle Check Data Upload Message

Start Byte Field Data Type Description and Requirements
10 ) 0x01: Diagnosis check; 0x02: OBD check; 0x03: Erase DTC;
Type of vehicle .
heck BYTE 0x04: OBD clearing; (currently supports only OBD check and
checl
OBD clearing)

11 Diagnosis number DWORD Diagnostic data timestamp
15 Total number of BYTE

data packets

16 Current data BYTE Start from 1
packet number

17 Data length WORD Each data packet is up to 512 bytes long. For data packets less

than 512 bytes, sent at actual length; For data packets more than

512 bytes, segment the packets and send by segments.
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19

Vehicle Check
Content

BYTE[n]

9.14.1.11 Upload device self-check data 0x0D

Format of OBD Vehicle Check Data:

The full format of the OBD vehicle check data after combination
is:

GPS information + DTC (trouble code) + Data stream, wherein
GPS information:; Status (DWORD, see Table 20 for status bit
definitions) + Longitude (DWORD. The latitude value in
degrees multiplied by 10 to the 6th power. Accurate to one
millionth of a degree.) +Longitude (DWORD. The longitude
value in degrees multiplied by 10 to the 6th power. Accurate to
one millionth of a degree.)

DTC: data length (WORD) + number of trouble codes (BYTE) +
trouble code ID (DWORD) + status ID (DWORD) ...

Data stream: data length (WORD) + number of data streams
(BYTE) + PID 1 (BYTE) + value 1 (DWORD) ...

Format of OBD clearing data:

The full format of the OBD clearing data after combination:

GPS information + DTC (trouble code before clearing) + DTC
(trouble code after clearing), wherein

GPS information: status (DWORD, see Table 20 for status bit
definitions) + Longitude (DWORD. The latitude value in
degrees multiplied by 10 to the 6th power. Accurate to one
millionth of a degree.) +Longitude (DWORD. The longitude
value in degrees multiplied by 10 to the 6th power. Accurate to
one millionth of a degree.)

DTC: number of systems (WORD) + system ID1 (DWORD) +
number of trouble codes 1 (WORD) + trouble codes list 1...

For the data format of the body of the device self-check data message, see Table 47.
Table 47 Data Format of the Body of the Device Self-Check Data Message

Start Byte Field Data Type Description and Requirements
10 Number of WORD
self-check data
12 Self-check ID 1 BYTE
13 Data 1 BYTE
14 Self-check ID 2 BYTE
15 Data 2 BYTE
N Self-check IDn BYTE
N+1 Data n BYTE

50




Communication Protocol of Intelligent Connected Vehicle Terminals

9.14.1.12 Upload device function list 0OxXOF

For the data format of the body of the device function list upload message, see Table 49.

Table 49 Data Format of the Body of the Device Function List Upload Message

Start Byte Field Data Type Description and Requirements
Total Number The total number of functions is n.
0 ) BYTE
of Functions
The functions are arranged in order, such as "Function ID1
Function ID2... Function IDn".
Function list:
0x01: Change 3G to WiFi
0x02: One-click clearing function
Function ID 0x03: Set WiFi name and password with new logic
1 ) BYTE[n] .
List 0x04: Support tire pressure alarm

0x05: Support low battery alert and geofence alert
0x06: Support the alarm when doors are left open after
parking
0x07: Windows
0x08: Lights

9.14.1.13 Data packet for emergency scenarios 0x15

Report the current point of the emergency event, latitude and longitude in the first eight seconds and the last five seconds of
the emergency event, and the vehicle acceleration and pitch angle. Since the entire data packet is very large, the packet will
be segmented. Each data packet segment includes a packet header and can be carried in multiple 0x0900 messages as an

extension field. Each emergency event shall use a unique identifier (event ID) for the specific scenario.

Header of Data Packet Segment

EZ:?tion Content Number of Bytes |Data Type |Description
0 Pkg Len 2 uU16 Length from event ID to end of Pkg Data content
Event identifier.
2 Event ID 4 u32 The terminal generate a unique identifier for this
event, which can be a sequence number.
6 Pkg total number 48 Total number of message packets, that is, total number
of message packets after segmentation.
7 Pkg current No. 48 It refers to the number of the current packet segment
after the message is segmented. It starts from 1.
8 Pkg data n us Data packet content
Data Packet Content
The complete data packet for emergency scenarios (5256 bytes + extension field)
Byte Number .
Position Content of Bytes Data Type Description
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Type of emergency events
51 Sudden acceleration
52 Hard braking

53 Sharp turn

0 Event type 4 u32 .
54 Rapid lane change
56 Horizontal collision
57 Vehicle rollover
58 Vehicle stability alert
Terminal system time.
. It refers to the terminal system timestamps when an

4 System time 8 u64

emergency event occurs.
Unix timestamps for the terminal system. Unit: millisecond
Peak value of acceleration modulus
The maximum value obtained after the modulo operation
Peak value of o o
) . of the acceleration in the three axes of the vehicle in
12 linear acceleration|4 u32
emergency events.
modulus . .
Accurate to 0.001, the value displayed is the value
reported/1000
Acceleration raw value
Add the first eight seconds, the current time point, and the

16 last five seconds of the event to a total of 14 seconds, and
then collect 280 sets of vehicle three-axis acceleration and
attitude angle data in chronological order with a sampling
frequency of 20Hz per second.

Longitudinal Direction of Vehicle Coordinate System:
Group 1

16 X Data 4 u32 X-axis acceleration (accuracy: 0.001, unit: m/s?)

Indicates the sign of the most significant bit. 1 for negative
numbers and 0 for positive numbers.

Lateral Direction of Vehicle Coordinate System: Group 1
Y -axis acceleration (accuracy: 0.001, unit: m/s?)

20 Y Data 4 u32 . ) o ) .
Indicates the sign of the most significant bit. 1 for negative
numbers and 0 for positive numbers.

Vertical Direction of Vehicle Coordinate System: Group 1
Z-axis acceleration (accuracy: 0.001, unit: m/)

24 Z Data 4 u32 . ) o ) .
Indicates the sign of the most significant bit. 1 for negative
numbers and 0 for positive numbers.

Vehicle roll angle: Group 1

28 Bank angle 2 ulé Unit: degree. The value displayed is the value uploaded/10
minus 180
Vehicle pitch angle: Group 1

30 Pitch angle 2 ulé Unit: degree. The value displayed is the value uploaded/10

minus 180
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- Yaw angle ) u16 Vehicle yaw angle: Group 1
Unit: degree. The value displayed is the value uploaded/10
34 18 Group 2: Acceleration attitude angle data
52 18 Group 3: Acceleration attitude angle data
5038 18 Group 280: Acceleration attitude angle data
Emergency-related data file name
£056 File name - String Data files include but are not limited to the following
types: Pictures, video, audio, radar sensor data, etc.
Format: string.
Location, vehicle speed and rotational speed information
Add the first eight seconds, the current time point, and the
5088 last five seconds of the event to a total of 14 seconds, and
then collect 4 sets of positioning data in chronological
order with a sampling frequency of 1Hz per second.
Group 1: Latitude
5088 Latitude 4 u32 0.000001 degree unit
Bit31=0/1 North latitude/South latitude
Group 1: Longitude
5092 Longitude 4 u32 0.000001 degree unit
Bit31=0/1 East longitude/West longitude
Group 1: CAN speed
5096 Speed 2 ulé ) ) )
Unit: 0.1 km/h. Use GPS speed if OBD does not fit.
5098 RPM ) u16 Group 1: Engine speed
Unit: rev/min
5100 12 Positioning data group 2
5112 12 Positioning data group 3
5244 12 Positioning data group 14
Optional extended parameter field. KLV format
K: 2-byte key ID, extended parameter type 1D
L: 2-byte Length, extended parameter length
5256 \: n-byte Value, the content of the extended parameter.
The length is specified by Length.
The extended parameter field may or may not be appended
according to specific scenarios.
5256 Key ID 1 2 ulé Key ID of the first extended parameter
5258 Length 1 2 ulé Length of the first extended parameter
5260 Value 1 n Value of the first extended parameter
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Extended parameter field

Key ID

Length

Field Type

Description

0x0001

ulé

Collision angle. This field is only available when the event
type is 56 (horizontal collision accident);
Unit: degree. The value displayed is the value uploaded/10

minus 180

0x0002

u8

Collision Type
1: Active collision

2: Passive collision

0x0003

uleé

Collision factor
-800~800
The actual value is obtained by subtracting 800 from the

Value Range:

uploaded value.

9.15 Set circular geofence--0x8600

Message 1D: 0x8600.

For the data format of the body of the circular geofence set message, see Table 55.

Note: This message protocol supports periodic time ranges.

If restrictions are placed between 8:30-18:00 every day, set the start/end time
as: 00-00-00-08-30-00/00-00-00-18-00-00, and so on.
Table 55 Data Format of the Body of the the Circular Geofence Set Message

Start Byte Field Data Type Description and Requirements
0 Set properties BYTE 0: Update geofence;
1: Add geofence;
2: Modify geofence.
1 Number of geofences BYTE
2 Area item The data format of the area item content
of the circular geofence is shown in
Table 56.
Table 56 Data Format of the Area Item Content of the Circular Geofence
Start Byte Field Data Type Description and Requirements
0 Geofence ID DWORD
4 Geofence WORD The definition of geofence properties is shown in Table
properties 57.
6 Center point DWORD The latitude value in degrees multiplied by 10 to the 6th
latitude power. Accurate to one millionth of a degree.
10 Center point DWORD The longitude value in degrees multiplied by 10 to the
longitude 6th power. Accurate to one millionth of a degree.
14 Radius DWORD The unit is meter (m), and the road segment is from the
turning point to the next turning point.
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18

Start time BCD[6] YY-MM-DD-hh-mm-ss. This field is unavailable if the

bit 0 of the geofence properties field is 0.

24

End time BCD[6] YY-MM-DD-hh-mm-ss. This field is unavailable if the

bit 0 of the geofence properties field is 0.

30

Max. Speed WORD Km/h. This field is unavailable if the bit 1 of the

geofence properties field is 0.

32

Overspeed BYTE The unit is second (s) (similar expression, same as
duration before). This field is unavailable if the bit 1 of the

geofence properties field is 0.

Table 57 Definition of Geofence Properties

Bit

Flag

: Based on time

: Speed limit

: Alert the driver when entering the geofence

: Send alarm to the platform when entering the geofence

: Alert the driver when leaving the geofence

: Send alarm to the platform when leaving the geofence

North latitude; 1: South latitude

: East longitude; 1: West longitude

: Allow to open the door; 1: Forbid to open the door

ol N[Ol | Bd|lW|IDN|FL|O

: North latitude; 1: South latitude (rectangle: latitude of lower right point)

=
o

1
1
1
1
1
1
0:
0
0
0
0

: East longitude; 1: West longitude (rectangle: longitude of the lower right point)

11-13

Reserved

14

0:

Enable the communication module when entering the geofence; 1: Disable the

communication module when entering the geofence

15

0:

Do not collect detailed GNSS positioning data when entering the geofence; 1: Collect

detailed GNSS positioning data when entering the geofence

9.16 Delete circular geofence--0x8601

Message 1D: 0x8601.

The data format of the body of the circular geofence deleting message is shown in Table 58.

Table 58 Data Format of the Body of the Deleting the Circular Geofence Deleting Message

Start Byte

Field

Data Type Description and Requirements

0

Number of geofences | BYTE

The number of geofences in this
message shall not exceed 125; if
it's more than 125, it is
recommended to use multiple
messages, and 0 means to delete
all circular geofences.

Geofences ID 1 DWORD
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DWORD

Geofence IDn

DWORD

9.17 Set rectangular geofence--0x8602

Message ID: 0x8602.

The data format of the body of the rectangular geofence set message is shown in Table 59.

Table 59 Data Format of the Body of the Rectangular Geofence Set Message

Start Byte Field Data Type Description and Requirements
0 Set properties BYTE 0: Update geofence;
1: Add geofence;
2: Modify geofence.
1 Number of geofences | BYTE
2 Area item The data format of the area item
content of the rectangular geofence is
shown in Table 60.
Table 60 Data Format of the Area Item Content of the Rectangular Geofence
Start Byte Field Data Type Description and Requirements
0 Area ID DWORD
4 Geofence WORD The definition of geofence properties is shown in Table
properties 57.
6 Latitude of | DWORD The latitude value in degrees multiplied by 10 to the 6th
upper left point power. Accurate to one millionth
of a degree
10 Longitude  of | DWORD The longitude value in degrees multiplied by 10 to the
upper left point 6th power. Accurate to one millionth
of a degree
14 Latitude of | DWORD The latitude value in degrees multiplied by 10 to the 6th
lower right power. Accurate to one millionth
point of a degree
18 Longitude  of | DWORD The longitude value in degrees multiplied by 10 to the
lower right 6th power. Accurate to one millionth
point of a degree
22 Start time BCDI[6] Same as the time range set in the circular geofence
28 End time BCD[6] Same as the time range set in the circular geofence
34 Max. speed WORD The unit is km/h. This field is unavailable if bit 1 of the
geofence properties field is 0.
36 Overspeed BYTE The unit is second (s). This field is unavailable if bit 1
Duration of the geofence properties field is 0.
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9.18 Delete rectangular geofence--0x8603

Message 1D: 0x8603.

The data format of the body of the rectangular geofence deleting message is shown in Table 61.

Table 61 Data Format of the Body of the Rectangular Geofence Deleting Message

Start Byte Field Data Type Description and Requirements
0 Number  of | BYTE The number of geofences in this message shall not
geofences exceed 125; if it's more than 125, it is recommended to
use multiple messages, and 0 means to delete all
rectangular geofences.
1 ArealD 1 DWORD
...... DWORD
Area IDn DWORD

9.19 CAN Bus Data Upload--0x0705

Message I1D: 0x0705
The data format of the CAN bus data upload message is shown in Table 62.
Table 62 Data Format of the CAN Bus Data Upload Message

Start Byte Field Data Type Description and Requirements
0 Number of | WORD Include the number of CAN bus data items, > 0
data items
2 CAN bus data | BCD[5] Receive time of the first piece of CAN bus data,
reception time hh-mm-ss-msms
8 CAN bus data See definitions in Table 63.
item
Table 63 Data Format of CAN Bus Data Item
Start Byte Field Data Type Description and Requirements
0 CAN ID BYTE[4] Bit31 indicates the CAN channel number. 0: CAN1, 1:
CANZ;
Bit30 indicates the frame type. 0: Standard frame, 1:
Extended frame;
Bit29 indicates the data collection method. 0: Raw data,
1: Average inter-collection-area value;
Bit28-bit0 indicate the CAN bus ID
4 CAN DATA | BYTE[8] CAN data

9.20 Sending Text Message

Message 1D: 0x8300.
Use 0x0300 response.

The data format of the body of the text message sending message is as follow:

Data Format of the Body of the Text Message Sending Message
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Start Byte Field Data Type Description and Requirements

The definition of the text message flag bit is shown in the
0 Flag BYTE

table below.
1 Text message STRING Up to 1024 bytes, GBK encoded

Definition of Text Message Flag Bit

Bit Flag

0 1: Urgent

1 Reserved

2 1: Terminal display

3 1: Terminal TTS read

4 1: Advertising screen display

5 0: Center navigation information; 1: CAN trouble code
6-7 Reserved

9.21 Response to Text Message Sending Message

Message 1D: 0x0300
Used to reply to the 0x8300 message.

The data format is shown below:

Start Byte | Field Data Type Description and Requirements

Response sequence
0 WORD Sequence number of the 0x8300 message

number

. 0x00: GB2312
2 Text message encoding BYTE
0x01: UNICODE

3 Text message STRING Message content
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Table 46 Data Format of the Body of the Whole Vehicle Check Data Upload MeSSage .........coevvevivsevieneriesiereeeanns 49

10.3 Trouble Code Description

Protocol Trouble Code Data Format Remark
Byte 1 Byte 2 Byte 3 Byte 4

SEA J1939 SPN lower 8 | SPN byte 2 (the | SPN upper 3 | Occurrence times and
significant  bits | 8th bit is the | significant bits | fault occurrence

(the 8th bit is | most significant | and FMI | period (the 8th bit

the most | bit) significant  bits | represents the fault

significant bit) (the 8th bit is | occurrence period. O:

the most | current  fault, 1:

significant bit of | historical fault;

SPN and the 5th | bitl~bit7 are the

bit is the most | current fault

significant bit of | occurrence times)
FMI)

OBDII Trouble  code | Trouble  code | Reserved Fault occurrence
low byte high byte period (the 8th bit
represents the fault
occurrence period. 0:
current  fault, 1:
historical fault)

SEA J1708

10.4 Privileged SMS Format

The terminal should have the SMS service activated to ensure effective control over the terminal in case of network
failure. (The terminal can decide whether to require SMS number authentication according to product requirements,
that is, to determine whether the sender's SMS number is consistent with the privileged SMS number of the

monitoring platform). The functions are as follows:

Item  Function Name Message to Send (English, half-width Reply Message from Terminal (English,

format) half-width format)

1 Restart the Reboot! If the terminal is restarted successfully, it

terminal will reply:
Reboot OK!

2 Reset the terminal Restore! If the terminal is reset to factory settings
to factory settings and restarted successfully, it will reply:
(server address and Restore OK!
port remain
unchanged);

3 Query terminal  Query Port? Support replying with IP address or domain
server address and name:
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11

12

port

Set terminal server

address and port

Query terminal

registration status

Terminal
deregistration
status

Linux upgrade

MCU Upgrade

Issue configuration

Upload

error log

critical

APN Settings

Set the OBD

switch

Support setting with IP address or domain
name:
*SETSERVER:IP,PORT#

Register State?

Deregister!

*MATUPDJLXTSP

*OBDUPDJLXTSP

*SETVEHICLE:ID#

*KEYLOGH#

*SETAPN:APN#

*SETOBD:ON#
*SETOBD:OFF#
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query Port:123.123.12.232:12345;
Or:
query Port:dc0.long.launchdbs.com:12345;

Terminal response:

set server success ip=218.17.167.84
port=20102

Or:

set server success ip=

dc0.long.launchdbs.com  port=20102

If the terminal is already registered, then it
will reply:

Registered!

If the terminal is not registered, then it will
reply:

Unregister!

After clearing the registration ID and
deleting the secret key, the terminal replies:
Deregister OK!

After the upgrade is complete, the terminal
replies:

ec20 update success

After the upgrade is complete, the terminal
replies:

mcu update success

After  the  configuration for  the

terminal-bound vehicle is issued
successfully, the terminal replies:

set Vehicle success

After the critical error log is uploaded, the
terminal replies:

Key log:+log
After the APN

uploaded, the terminal replies:

terminal settings is
Set Apn success

After setting the OBD switch, the terminal
replies:

Set OBD on success

Set OBD on failed

Set OBD off success

Set OBD off failed
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10.5 Device Self-check

Please refer the appendix for self-check I1Ds

Name ID Remarks
0x00: Succeeded;
GPS Module 0x01 0x01: Antenna disconnected:;
0x02: Antenna short-circuited;
0x00: Succeeded;
Bluetooth module 0x02
0x01: Failed;
0x00: Succeeded;
Battery Module 0x03 0x01: Low battery;
0x02: Abnormal battery;
0x00: Succeeded;
CAN Module 0x04 0x01: Failed to connect CAN
module
0x00: Succeeded;
G-Sensor/Gyro 0x05 .
0x01: Failed;
0x00: Succeeded;
K line 0x06
0x01: Failed;
) 0x00: Succeeded;
Flash chip 0x07 .
0x01: Failed;
) ) 0x00: Succeeded;
Vin ADC sampling 0x08 .
0x01: Failed;
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